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A Tulzfal kivul tartja
a nem kivanatos forgalmat..
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Egyben megneheziti a valos idejl
kommunikaciot. :-/
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Cel: Szabvanyos NAT / Tlzfal-atjaras
biztositas az RTC szolgaltatasok szamara
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Miert gond, ha befalazzuk az
ajtot es az ablakot?

Az Internet ma:
NAT (kilonbozo fajtai),

T(zfal (csomagsz(ireés),
IPv4 => |Pv6 attéres,
Multihomed eszkozok, stb.

TCP nem idealis valos idejl
tartalmak szamara.




Rés a Pajzson:
UDP hole punching




AlJdegesaTlz




- KIFU STUN: Server Reflexive Address

Alice reflexive,
192.0.2.1. 1000




TURN: Relayed Address

INTERNET




AlJdegesaTlz




IP cim, és port felfedezes

« Candidate pair
- |P address, port, protocol

* Types Public Internet )
- Relayed —— ;; \,,f/

- Reflexive
* Server, Peer

- Host —




ICE muikodése

Discovery and Candidate gathering
- Allocation

Prioritisation
Exchange

Connectivity Check
- Frozen Algorithm

Coordination
Communication




Bundle / rtcp-mux

Default Bundle rtcp-mux

4 2 2

Connections Connections




RFC4787

+ REQ-1:
- A NAT MUST have an "Endpoint-Independent Mapping"” behavior.
« REQ-8:

- |If application transparency is most important, it is RECOMMENDED
that a NAT have "Endpoint-Independent Filtering” behavior. If a
more stringent filtering behavior is most important, it is

RECOMMENDED that a NAT have "Address-Dependent Filtering"”
behavior.

« a) The filtering behavior MAY be an option configurable by the administrator of
the NAT.
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NAT fobb

viselkedesek:
(mapping, filetring)

(port assignment, port parity, hairpining,

mapping refresh, conflicting ip address
handling, etc.) /




RFC4787

+ REQ-1:
- A NAT MUST have an "Endpoint-Independent Mapping"” behavior.
+ REQ-8:

- |f application transparency is most important, it is RECOMMENDED
that a NAT have "Endpoint-Independent Filtering" behavior. If a
more stringent filtering behavior is most important, it is

RECOMMENDED that a NAT have "Address-Dependent Filtering"”
behavior.

« a) The filtering behavior MAY be an option configurable by the administrator of
the NAT.




_KIFU RFC 4787 and RFC 5780 vs RFC 3489

. M ap p] N g RFC 5780 defintion RFC 3489 definition
1M Ercpon-ndependen Mappig | Endpont-ependens Ftereg [N rone

Endpoin independent Mapping | Address-Dependens Fieing I Resricid Cone |
S AR o gt o | s 2 o Depedent rro R Por e Co
- APDM
+ Filtering
EIF
- ADF
- APDF Adéress and Port-Dependent Mapping | Address and Pot Dependent Fitering IR symmetric

Forras: hup/fiwww.netmanias.com/en/m=view&id=techdocs&no=06065




Mapping

Endpoint-Independent Mapping Endpoint-Dependent Mapping

Endpoint-Independent Mapping Address-Dependent Mapping Address and Port-Dependent Mapping

20
—|

flsl ﬁ
) A200 " Host B
E " ﬂ 1.1.1.]
Host A NAT B0

3 Binding Entries for 3 sessions

Forras: hitps:/iwaw netmanias.com/ko/?m=view&id=blog&no=6263
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Mapping Felismerés

4 No NAT ——— Test End

YT BB jooint-independent Mapping NAT _ BEEEGR MRS

4

L4 B e & Address-Dependent Mapping NAT —» TestEnd

Address and Port-Dependent Mapping NAT — Test End

Forras:

TEST I
- Primary IP, Primary Port

TEST I
- Alternate IP, Primary Port

TEST I
- Alternate IP, Alternate Port

hitp:/fwww netmanias. com/en/postiechdocs/6067 Inat-stun/nat-behavior-discovery-using-stun-rfc-5780




Filtering

Endpoint-Independent Filtering Endpoint-Dependent Filtering

Endpoint-Independent Filtering Address-Dependent Filtering Address and Port-Dependent Filtering

=} 1000 B0
ol
=z 33 =
Host A MAT Host B
1.1.1.1

50
=
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Forras: https:/Mawaw.netmanias.com/ko/?m=view&id=blog&no=6263




Filtering Felismeres

TEST I
- Primary IP, Primary Port

TEST I
- Change Request IP and Port

TEST Il
Testlll —» I L TSl —» TestEnd

- Change Request Port
1 ge e

Address and Port-Dependent Filtering NAT —» TestEnd

4 B e 2  Endpoint-independent Filtering NAT e SRS

Forras:
htp/Aww. netmanias.comien/postiiechdocs/6067 /nat-stun/nat-behavior-discovery-using-stun-ric-5780




Port Randomizalas

Recommendations for Transport-Protocol Port Randomization
- https://tools.ietf.org/html/rfc6056

Updates to Network Address Translation (NAT) Behavioral
Requirements (RFC4787++)

- https://tools.ietf.org/html/rfc7857
Min seqit? pl. DNS cache mérgezés / Kaminsky tamadas
- http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.htm|

De meg a port randomizalas sem ved minden tamadas ellen.
- https://arxiv.org/pdf/1205.5190.pdf




Szimmetrikus NAT felismerés
bongészohol

» https://webrtchacks.com/symmetric-nat/
o https://|sfiddle.net/5ftsd5c2/17/

A cimed: h

192.0.2.10:8000

N

— A cimed:
000 | 192.0.2.10:7000
,.f _.,.

e

STUN
Server #2




NAT Behaviour Discovery (RFC5780)

TURN/STUN
rfc5780.turn.geant.org

INTERNET

turnutils_natdiscovery




Symmetric NAT minta kimenet

$ turnutils_natdiscovery -f -m rfc5780.turn.geant.org




Linux
BSD

Juniper
VSRX

Cisco ios

Checkpoint
21400

Campus NAT Behaviors

EIM/EIF

"persistent-nat
any-remote-host"

EIM/ADF

"persistent-nat
target-host"

EIM/APDF
Default

static-port

"persistent-nat
target-host-
port"

Default

APDM/APDF

--random
--random-fully
Default

Default

Default




callstats.io
WEBRTC - METRICS REPORT - 2017/01

o) 4.1. TURN Relay Usage
0 The relay server usage is an important metric for applications and ser-

vices that want to use the least amount of infrastructure servers. With-
of the sessions out any TURN relay servers, these sessions would fail to setup, there-
fore, deploying TURN servers is important to establish connectivity. We
use a TURN observe that on average 27% of the sessions use a TURN relay server.
relay server
TABLE 4.1. TURN USAGE

Dec Jan

27,4 %

Usage metrics from real world WebRTC deployments.
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GEANT

STUN/TURN pilot
Knockplop

o




https://turn.geant.org

3 féle authentikacio
Elosztott infrastruktura
Eurdpai k6zos erofeszités

Szabvanyositas (W3C, IETF)

Cel

- Legkozelebbi szerver
hasznalata

- Meédia forgalom GEANT
halozaton belll tartasa




STUN/TURN Infrastrukttra
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_KIFU https://turn.geant.org
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Long Term Credential

* Firefox TURN setup
- media.peerconnection.use_document_iceservers
- media.peerconnection.default iceservers

« CSipSimple

- https://en.wikipedia.org/wiki/CSipSimple
- PJSIP IP




Knockplop
Alap WebMeeting node.js m

Szobak - web/https: express
- Képerny6 megosztas - signaling: socket.io
- Chat Gulp

P2P GEANT TURN ,-' : "\- )
GEANT

- Teljes Osszekapcsolt - RTT TURN test

- Full Mesh Loopback tukor (TURN)
Fogd és vidd rendezes Forras:

MIT licenc - https://github.com/so010/knockplop




- KIFU Knockplop Demo
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moodle-knockplop

Up2U Leaming Portal Architecture m%

WebS50
AuthN and Auths

- _ * Open Technology

REwa

E:ETE.“ . Standard APIS
—J. : Py * Value-add
Im‘dlm"._ﬂﬂl‘ Universe - Sca[abl.e

t e m 1 an « Modular
BT = o - Portable

OpenCloudMiesh QAL-PAH |
- s « INTEROPERABILITY
File Sync Content Aggregation
and Share and Management '

Up2U INFRASTRUCTURE ""““Hlﬂ '
Fepositories S




Osszefoglalas

Példa WebRTC alkalmazas: Knockplop (moodle-plugin - UP2U)
- RTC: WebRTC, VolIP, Vidkonf, Streaming, etc.

Thzfalatjaras mindenképp szukseges

- Gatak: Csomagszures, NAT, IPv6 atteres, multihoming, stb.
Szabvanyos Tlzfalatjaras: ICE

- STUN / TURN infrastrukturara epul

GEANT: STUN/TURN infrastruktura

- Elosztott, tartalekolt, monitorozott, Relay kozel a klienshez, stb.
- Forgalom az GEANT halézatan bellil marad
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